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1.

EDUCATION

Doctor of Philosophy (2014 — 2018)

Major: Systems, networks and telecommunication devices (Computer Science)
Federal State Budget-Financed Educational Institution of Higher Education The Bonch-
Bruevich Saint Petersburg State University of Telecommunications, Saint-Petersburg.
Thesis title: “Mechanisms for ensuring QoS in unlicensed frequencies for high-density
Wi-Fi networks”

Supervisor: O. A. Simonina (Scholar Link)

Degree of Engineer (2009 — 2014)

Major: Multi-channel telecommunication systems

Federal State Budget-Financed Educational Institution of Higher Education The Bonch-
Bruevich Saint Petersburg State University of Telecommunications, Saint-Petersburg.
Project title: “Analysis of interconnection in SDN technology”

2. RESEARCH INTERESTS

Currently, | focus on network security, malware analysis, malware spreading, detection, and
applying Al for solving security issues.

Ongoing projects:

Malware Family Classification based on Hashing Techniques

Classification of Mobile Malware Families Using Features Created by Generative
Adversarial Network

Image-based Deep Learning Approach for Detection and Classification of Ransomware
Linux Malware Detection with Federated Learning Approach

A blockchain-based authentication approach for 10T network

AREAS OF TEACHING EXPERTISE


https://scholar.google.com/citations?user=6nGP2ysAAAAJ&hl=en&authuser=1
https://www.researchgate.net/profile/Duc-Le-41
http://scv.udn.vn/letranduc
https://scholar.google.com/citations?user=UgeFe-YAAAAJ&hl=en&authuser=1

- Computer networks

- Malware analysis

- Network security

- Network penetration testing

4. TEACHING EXPERIENCE

Lecturer in Department of Computer Networking and Communication
University of Science and Technology — The University of Danang

e Computer networks (from 2019 to present)

e Network administration (from 2019 to present)
e Malware analysis (from 2019 to present)

e Network security (from 2020 to present)

e Network penetration testing (from 2022)

5. GRANTS

2021
e Grant for young researcher of University of Science and Technology — The
University of Danang: “Malware spreading model for Wi-Fi networks” — Code:
T2021 - 02 - 06.
o Leader: Duc Tran Le
o Member: MSc Nguyen Thi Le Quyen (Link)

2019
e Nafosted 2019: “Al-Driven Cyberattacks Detection for Future SDN-based
Networks”— Code: 102.01-2019.322.
o Leader: Tri Gia Nguyen Scholar Link
o Member: Hai Hoang Nguyen, Duc Tran Le, Dinh Thai Hoang (Link)
Trung Phan Van (Link)

6. AWARDS

2020
o Certificate of Outstanding Paper Award - The 22nd International Conference on
Advanced Communications Technology (ICACT 2020), Pyeongchang, Korea


https://scholar.google.com/citations?user=8xEDBHAAAAAJ&hl=en&authuser=1
https://scholar.google.com/citations?user=Wowp4OoAAAAJ&hl=en&oi=ao
https://scholar.google.com/citations?user=-esKZ8YAAAAJ&hl=en
https://scholar.google.com/citations?user=vt3f1rEVFvAC&hl=en

e B award - Potential scientific and technological activities - 2019 - 2020. Number:
2645/Qb-bHBK.

7. PUBLICATIONS
Journals

[J1] D. Tran Le, T. T. Tran, K. Q. Dang, R. Alkanhel and A. Muthanna, "Malware Spreading
Model for Routers in Wi-Fi Networks," in IEEE Access, vol. 10, pp. 61873-61891, 2022,
doi: 10.1109/ACCESS.2022.3182243.

[J2] Le, Duc Tran, Khanh Quoc Dang, Quyen Le Thi Nguyen, Soha Alhelaly, and Ammar
Muthanna. "A Behavior-Based Malware Spreading Model for Vehicle-to-Vehicle
Communications in VANET Networks." Electronics 10, no. 19 (2021): 2403.

[J3] Nguyen, Tri Gia, Trung V. Phan, Dinh Thai Hoang, Hai Hoang Nguyen, and Duc Tran
Le. "DeepPlace: Deep reinforcement learning for adaptive flow rule placement in
Software-Defined 0T Networks." Computer Communications 181 (2022): 156-163.

[J4] Le, Duc Tran, Tri Gia Nguyen, and Thi Thu Thao Tran. "The 1-millisecond challenge-
tactile internet: From concept to standardization." Journal of Telecommunications and
the Digital Economy 8, no. 2 (2020): 56-93.

[J5] Le, Duc Tran, Minh Huu Dao, and Quyen Le Thi Nguyen. "Comparison of machine
learning algorithms for DDoS attack detection in SDN." WHdopmaunmoHHo-
ynpasnstowme cuctembl 3 (106) (2020): 59-70.

[J6] Le, Duc Tran, Tri Gia Nguyen, Olga Simonina, Mikhail Buinevich, and Andrei Vladyko.
"A Priority-Based Multichannel Mac to Support the Non-Safety Applications in SCH
Interval at RSU in V21 Communication." Transport and Telecommunication 19, no. 4
(2018): 269-283.

[J7] Duc, L. T., Olga Simonina, Mikhail Buinevich, and Andrei Vladyko. "A multi-criteria
priority-based V2l communication for information dissemination at RSU in VANET." JP
Journal of Heat and Mass Transfer 15, no. S (2018): 195-203.

[J8] Ne, Yan Abik, and Onbra AnekcaHapoBHa CumoHuHa. "EMATMM: acbdeKkTUBHbIN MeToq
nnaHmMpoBaHua Tpadumka nsi MexaHnsma MynbTu-onpoca B BbICOKOMMOTHbIX WLAN."
CoBpeMeHHasa Hayka: akTyanbHble npobnembl Teopum u npaktukn. Cepwus:
EcTecTBeHHbIe 1 TexHnYeckue Haykn 7-8 (2017): 17-26.

/l English: EMATMM: Effective traffic planning method for the multipolling mechanism in high-
density WLANS.



[J9] e, Y. A., and O. A. CumoHunHa. "MexaHn3m MynbTUOMNpOCca Ha OCHOBE NpUopuTU3auumn
ansa WLAN ¢ BbICOKOW MAIOTHOCTbIO YCTPONCTB." TpyAbl y4eOHbIX 3aBeAeHUn cBaA3n 3,
no. 1 (2017): 80-92.

/IEnglish: The multipolling mechanism in high-density IEEE 802.11 networks.

[J10] INe, Y. A., and O. A. CumoHuMHa. "MexaHn3m MynbTMonpoca Ha OCHOBE NpUopuTu3aumm
anst WLAN ¢ BbICOKOW MNOTHOCTbLI0 YCTPONCTB." Tpyabl y4ebHbIX 3aBegeHUn CBA3N 3,
no. 1 (2017): 80-92.

/IEnglish: The multipolling mechanism based on the prioritization for WLAN with high density
of devices.

[J11] ObIk, Ne YaH. "AHan13 Npon3BOANTENIBHOCTM BbICOKOMSIOTHOM Wlan ¢ MHOrMMM ToYKkamMm
JocTtyna nocpenctesoM mogenupoBaHus B Opnet.” T-Comm-TenekoMmyHuKauum u
Tpancnopt 11, no. 3 (2017): 56-61.

/[English: Performance analysis of the high dense wlan network with multiple access points
using OPNET modeler

[J12] Ne, YaH AbIk, and Onbra AnekcaHaposHa CuMoHUMHa. "MexaHu3m npuoputesauum gns
obecnevyeHns MMHUMU3aUUN 3a0epXXKM B YCIOBUSX KOHKYPEHTHOW cpeabl B ceTax Wi-
Fi ¢ nnotHeim pacnpegeneHnem ycTponcTts." WHGPOPMaALMOHHbIE CUCTEMBI WU
TexHornorun 95, no. 3 (2016): 99.

/IEnglish: The mechanism of prioritization to ensure minimize delays in the competitive
environment in the Wi-Fi networks with dense distribution of devices.

Conferences

[C1] Do, Phuc Hao, Truong Duy Dinh, Duc Tran Le, Lyudmila Myrova, and Ruslan Kirichek.
"An Efficient Feature Extraction Method for Attack Classification in 10T Networks." In
2021 13th International Congress on Ultra Modern Telecommunications and Control
Systems and Workshops (ICUMT), pp. 194-199. IEEE, 2021.
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of Network Security Issues in the Join Procedure of LoRaWAN.” In proceeding of 24th
International Conference on Distributed Computer and Communication Networks:
Control, Computation, Communications. Pages: 468-476. Year 2021.

[C7] Pham, Van Dai, Phuc Hao Do, Duc Tran Le, and Ruslan Kirichek. "LoRa Link Quality
Estimation Based on Support Vector Machine." In International Conference on
Distributed Computer and Communication Networks, pp. 92-102. Springer, Cham,
2021.
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2020.
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hoc network for emergency based on IEEE 802.11 p multichannel MAC protocol.” In
International Conference on Distributed Computer and Communication Networks, pp.
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Others

[B1] Supporting quality of service in wireless communication: a manual for laboratory works
(Russian Edition: Obecne4yeHune Ka4eCTBEHHbIX NOKasaTesnen 6ecnpoBogHON CBSA3N: y4ebHOo-
mMeToauveckoe nocobue no BbINONHEHMO NabopaTopHbIX paboT)

B.E. Korochin. Co-authors: T.D. Le, E.A. Lesnhikov, O.A. Simonina. Publisher: The Bonch-
Bruevich Saint-Petersburg State University of Telecommunications - SpbGut, Russia, 2019.

[B2] Mechanisms for supporting QoS of wireless package networks in unlicensed band
(Russian Edition: MexaHuambl ObecneveHna QoS: B 6ecnpoBOAHbLIX MAKETHbIX CETSX
HenuueHsnpyemoro gmuanasoHa) Cha bién: Le Tran Duc. Publisher: Lap Lambert Academic
Publishing, 2019.



